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Overview of Round One Power Attacks
on SHA-3 Based MAC

Kevin Millar, Chun-Yi Chu, and Marcin fukowiak

Abstract—Digital signatures and message authentication codes
are the two most common applications of cryptographic
hash functions. Others range from ensuring data integrity to
randomization functions and key derivation. Because of the
recent break of the SHA-1 hash function, it is expected that
in the nearest future there will be an increasing interest in
the new SHA-3 algorithm. SHA-3 implements a subset of the
Keccak family and was released as the NIST standard in 2015.
SHA-3 based MAC is a keyed-hash message authentication
function, which can be used to verify both the data integrity
of a message and its source. Though Keccak is cryptographically
secure, implementations of the algorithm may be susceptible to
power analysis attacks if not sufficiently protected. This work
implements and analyzes two correlation power analysis (CPA)
attacks targeting the round one operations of a SHA-3 based
MAC implementation on an FPGA.

Index Terms—SHA-3, power attacks, FPGA.

I. INTRODUCTION

N February 2017, it was announced that the commonly

used SHA-1 hash function had been broken through
discovery of the first collision [1]. This was somewhat
expected as a theoretical attack on SHA-1 with 2% operations
(versus the simple birthday paradox implied bound of 289
operations) was known since 2005. It was this theoretical
attack that led NIST to call for the creation of a new SHA-3
hash function which would replace (or complement) the
existing family of secure hash standards (SHS). There were 64
candidate algorithms submitted to the NIST competition, and
after five years of rigorous scrutiny, Keccak was announced
as the winner on October 2, 2012. On August 5 2015, SHA-3
was officially standardized and published as FIPS PUB 202
[2].

Power analysis attacks (PAA) are some of the best known
and most powerful side channel attacks (SCA). They exploit
the correlation between a computational model and the
measured power consumption of the implementation to reveal
secret data, e.g. the key used in the computations.

The focus of this research was to demonstrate power
analysis attacks using the correlation power analysis (CPA)
technique to extract the secret key of a SHA-3 based MAC
implementation on an FPGA.

This work implements and analyzes two different CPA
attacks targeting the first round output. The first was presented
by Luo et al. in [3]. In this attack, inverse round operations
are performed to determine the relationship between the round
one output (R;) and the first round 6 output (6,,:). The
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correlation between the Hamming weight of Ry (HW(R;1))
and the measured power traces is then calculated and the key
bits are extracted from the derived key relations. Our two-step
CPA attack targeting SHA-3 based MAC was first introduced
in [4]. In this attack, the correlation between HW (0,,;) and
the measured power traces are calculated. Round operations
are then performed with the top key guesses to obtain ;. The
process is then repeated to determine the maximum correlation
with R;, and the key bits are selected from the top results.

The organization of this paper is as follows: Section II
discusses the background of the SHA-3 hash function and
presents the basic concepts of SHA-3 based MAC and HMAC.
Early works on power attacks against SHA-3 based MAC are
presented in Section III. The methodologies of two round one
power attacks on SHA-3 based MAC are discussed in Section
IV. The attack hardware and software setup utilized in this
work is discussed in Section V. The results are presented
and analyzed in Section VI. Finally, Section VII presents the
conclusions.

II. BACKGROUND
A. Sponge Construction

SHA-3 utilizes the sponge construction consisting of two
phases: absorbing and squeezing. In the absorbing phase, the
padded message is absorbed into the state. In the squeezing
phase, the hash value is read from a subset of the state. A
diagram of the sponge construction is shown in Fig. 1.
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Fig. 1. Sponge Construction of SHA-3 [5].

The state of SHA-3 consists of 1600 bits and is divided into
two parts: 1024-bit rate () and 576-bit capacity (c). The rate
is the number of bits that the sponge absorbs in each stage
and the capacity is the number of bits that get appended to
every r bits to form the state. The state data is organized as
a 3D array from left to right starting at the bottom plane and
proceeding into the upper planes [2]. The state consists of
five planes, each containing five lanes of 64 bits as shown in
Fig. 2. The f function performs a random permutation of the
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state and is the core of the algorithm. The sponge construction
is beneficial in that it can accept messages of arbitrary length
and produce a hash value of fixed size without the risk of
length extension attacks.
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Fig. 2. The state of SHA-3.

B. SHA-3 Round Function

The f round function performs a random permutation of
the state, and is the core of the SHA-3 algorithm. There are
24 rounds, each consisting of five transformations: Theta (6),
Rho (p), Pi (7), Chi (), and Iota (¢). Hence, a single round
can be defined as

R=10xomopof(Input).

Let a[z][y][z] denote a bit in the 3D array state, a[z][y] a
single lane and a[x] a single sheet.

1) Theta Transformation, 6: The 6 transformation provides
diffusion across the lanes of the state. It is defined as an XOR
operation between a single bit of the state and the bits of two
columns. This operation is performed on every bit within the
state.

0z][y]l=] < alz]ly)l] ® (By—p alz — 1][y'][=])
& (B0 alz+1[y][z - 1))

Implementation of the 6 operation is often performed in two
steps. The first step generates the 04y, and is obtained using
a 5-bit XOR operation across each column of the state.

Optanelz][2] < @y—o(alz]ly'][2])

The second step calculates the 6,,; value using a 3-bit XOR
between the bit to be modified and the two bits of Op14ne
corresponding with the columns required by the 6 calculation.

Oout[z][y][2] < alz][y][2] © (Optane[z — 1][2])
D (Optanelr + 1]z — 1])

The separation of the 6 transformation into two steps is
demonstrated in Fig. 3. In this figure, 6; represents the
generation of the 0pjane and 6o represents the calculation of
90ut~
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Fig. 3. The separation of the 6 transformation into #; and 62 [6].

2) Rho Transformation, p: The p transformation provides
inter-slice diffusion of the state. It performs a binary rotation
over each lane in the state with a different offset for each lane.

plz]lyl[z] « alz][y][z — (¢ + 1)(t +2)/2],
with ¢ satisfying 0 < ¢ < 24 and

t
0 1 IR AN 2x2
(2 3) (0>_(y> in GF(3) 7
ort=—1lifz=y=0

3) Pi Transformation, w: The goal of the 7 transformation
is to disturb the horizontal and vertical alignment of each
slice. This is achieved by shuffling each row of lanes to a
corresponding column.

ol e alely) win () = (3 3) ()

4) Chi Transformation, x: The y transformation is the only
non-linear step in the f function and utilizes XOR, AND, and
NOT operations. This transformation operates on each row of
the state and performs binary operations between the five bits
within the row.

Aellllz] « aleliy]lz] @ (ofe + BT - ale + 2lyliz])

5) lota Transformation, 1: The ¢ transformation is the last
operation in the round function. It XORs a round-dependent
constant ¢, with the center lane of the state to disrupt the
symmetry between rounds.

¢[0][0] + «a[0][0] & RoundConstant[i,.|

C. SHA-3 Based MAC and HMAC

A well known message authentication code (MAC)
construction is the keyed-hash message authentication code
(HMAC) that uses a cryptographic hash function in
combination with a secret key [6]. The HMAC is used to verify
the integrity of a message and its origin and is widely popular
due to its provable security given the underlying hash function
is secure [6]. The HMAC processes an arbitrary length
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message M and a secret key K to produce a fixed-length
output.

HMAC(K, M) = H((K & opad) || H((K & ipad) || M))

H is a cryptographic hash function, K is a secret key, M is
the message to be authenticated, ipad is the inner padding
and opad is the outer padding [6]. The hash function in
the HMAC algorithm is used twice. The inner hash takes
(K @ ipad), appends the message and hashes it. The outer
hash function of the HMAC prepends the digest of the inner
hash function with another key variant (K & opad) and
produces the HMAC digest. With the FIPS PUB 198 standard
usage of HMACs, there have been no successful attacks on
HMAC SHA-1 as the outer application of the hash function
masks the intermediate result of the internal hash. Unlike the
Merkle-Damgard construction of SHA-1, the output of the
sponge construction of SHA-3 reveals only a part of the final
state. Therefore, it is believed that SHA-3 can be used in a
direct MAC construction in which the secret key is directly
prepended to the message before hashing [5].

MAC(K, M) = H(K | M)

The secret key K used in SHA-3 based MAC is the target of
all attacks described in this paper.

III. EARLY WORK

Taha and Schaumont performed differential power analysis
(DPA) on MAC-Keccak for variable key lengths in [6]. This
analysis targeted software implementations of MAC-Keccak.
Case studies were performed by applying power analysis
attacks (PAAs) for varying key lengths targeting the 6
operation during the first round. DPA iterations were executed
on measured power traces of SHA-3 based MAC with known
input messages to obtain the unknown variables necessary to
extract the secret key. For key-lengths of 768 and 896 bits,
DPA was used to first extract the unknown variables necessary
to calculate the 6p;4,.. Once this information was extracted,
DPA was performed on 6,,,; to extract the key-bit values from
the XOR between the key-bits and the p;4y,.. For a key-length
of 1024 bits, DPA iterations were executed to recover the
state after the 6 operation. The p and 7 permutations were
then performed, and further DPA iterations were executed to
extract the unknown variables of the y operation. From this
information, the secret key could be extracted. The reference
software implementation of Keccak was programmed onto a
32-bit Microblaze processor on a 90 nm Xilinx Spartan-3E
FPGA. Each attack was performed yielding success rates of
about 90%, 80%, and 40%, respectively, when applied to
50,000 traces. This work showed that unprotected software
implementations of SHA-3 based MAC are vulnerable to DPA
attacks and that these attacks become increasingly difficult for
larger key lengths.

In [7], Luo et al. performed further side channel
vulnerability analysis of SHA-3 based MAC targeting
a hardware implementation on an FPGA. Because the
intermediate variables used to attack software implementations
may not correlate directly to power traces generated by
hardware implementations, a new attack target and leakage
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model were needed. An attack was developed taking advantage
of the hardware implementation of the # transformation in
which it was divided into two steps. The 0;4ne calculation
for each column occurs between 4-bits of the known message
and a single bit of the key allowing for the key bits to
be directly extracted. To increase the signal-to-noise ratio
(SNR) of the attack target, 8-bits of the state were attacked
concurrently. This method was used only to find the key
bits of a single lane as the correlation between the power
traces and HW (0piane) Was not very strong resulting in a
low overall success rate. Once a full key lane was known, the
0,¢ calculation was used as a second attack target to extract
the remainder of the key. Power traces were obtained from a
reference implementation of MAC-Keccak programmed onto a
Sasebo-GII board containing a 65 nm Xilinx Virtex-5 FPGA.
This two-step 6 attack was able to successfully extract a single
byte of the key achieving a 90% success rate with 500,000
traces.

A methodology by which to simulate PAAs on
cryptographic implementations through Synopsys design
tools was introduced by Smith and Lukowiak in [8] targeting
AES. This work was later extended by Tran et al. in [9]
targeting SHA-3 based MAC with keys of varying bit length.
CPA attacks targeting the first round 6 output, specifically
the initial calculation of 0,4y, were performed on simulated
power consumption waveforms generated by Synopsys EDA
tools with a 130 nm CMOS standard cell library.

IV. ROUND 1 POWER ATTACKS

Two round one attacks targeting SHA-3 based MAC were
analyzed. The input data is composed of the secret key,
message, and padding. The authenticated message is sent in
plaintext and is known to the attacker. A 320-bit (40 byte)
key is chosen for simplicity, but both presented attacks can
be modified for keys of variable length. The key completely
fills the bottom plane of the state as shown in Fig. 4. Each
succeeding plane is filled with the message, and the capacity
c of the initial state is filled with Os.

Message

—Key

Fig. 4. [Initial content of the state register containing the 320-bit key.

A. Round 1 Output Attack

A CPA attack targeting the first round output of a hardware
implementation of MAC-Keccak was introduced by Luo et
al. in [3]. The correlation between measured power traces
and HW (R;) were found to be stronger than the correlation
between measured power traces and HW (6,,:). Because of
this, higher key extraction success rates were achieved with
fewer traces when compared to previous #-based attacks.
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The attack methodology and selected attack target are
illustrated in Fig. 5. It is assumed that both the initial value of
the state register and input message are known to the attacker.
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Fig. 6. The 0 transformation producing 1280 2-bit key XOR relations and
Fig. 5. Target of the round one output attack on SHA-3 based MAC. 320 3-bit key XOR relations.

The interaction between the key bits and each of the known
bits of the state in the calculation of R; are analyzed to
produce a mapping from R; to the initial state. Because the
¢ operation performs only a binary XOR with a known round
constant, the attack first focuses on the y operation. Each bit
of x[x][y][z] is dependent upon three bits of 7[x][y][z].

xelylle] « rlallyllz] @ (7o + T - 7le + 2)y][=1)

The m and p operations change only the positions of the
bits within the state and retain their values allowing for each
bit of 7[x][y][z] to be directly mapped to a bit of 0[x][y][z]
by performing the inverse 7 and p operations 7—! and p~!,
respectively.

mla]ly][2] «— O[zo][yo][z0]
mlz + 1[yllz] = O] [y1][z1]
mlz + 2][yl[z] ¢ Olxa][y2][22]

Each bit of x[z][y][z] can then be represented as a binary
operation between three bits of 0[z][y][z].

Xlellyll2] = Olo]lyo]lz0] @ (Ofa]lya]l=A] - 0ol el 2]

The bits of 0]x][y][z] are the result of operations containing
either two or three key bits, and the relation between these key
bits can be extracted as an XOR as shown in Fig. 6. Though
DPA could be performed on each bit individually, this attack
method would require a large number of traces due to low
SNR. This attack would also be computationally expensive
as it would require separate analysis of each bit within the
1600-bit state. The presented attack instead targets each 5-bit
row of the state requiring separate analysis of each of the 320
TOWS.

At the completion of the x operation, each row contains
1-bit originally from the bottom plane and 4-bits from the other
planes. Therefore, each row of R; contains 4-bits with two
XOR key relations and 1-bit with three XOR key relations. The
71 and p~! operations are performed on each row to obtain
the mapping relationship between 7 [x][y][x] and 0[z][y][z] of
each bit in the row. This mapping allows for extraction of the
key relations involved in the 6 calculation of each bit in the
row. It is then possible to perform correlation calculations for
each of the 32 possible values of each enumerated key relation.

This is achieved by calculating the round one output of each
row for each key relation guess, calculating the Hamming
weight of the row output, and measuring the correlation
between the Hamming weight of the output and the measured
power traces. The key relation producing the largest correlation
is saved, and the process is repeated across each row in the
state. Analysis of the full R; results in 320 unique 3-bit XORs
and 1280 2-bit XORs between key bits of which 320 are
unique. This allows for perfect extraction of the full 320-bit
key by pairing each 3-bit relation with its corresponding 2-bit
relation and performing a binary XOR to obtain the individual
key bit.

B. Two-Step Round 1 Attack

This work proposes the round one attack first introduced
in [4] consisting of two steps to improve the success rate
of secret key extraction. The first attack target is the 0,
calculation. This target provides a higher SNR over the 0,40
and allows for successful retrieval of the relationship between
two key bits. Efficiency of the first attack stage was improved
by adopting the iterative methodology described in [10].

The second attack target exploits the key relationship as the
intermediate result necessary to attack R;. This allows for full
retrieval of the individual key bits. The selected attack targets
and their relation is illustrated in Fig. 7.

Keccak Round Function

Round Round
Input 9 p TU X 1 Output
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State £ State
Register = 61 92 = > Ej = [P Register
o
z

Attack Target 1 (Gpur) Attack Target 2 (R;)

Fig. 7. Targets of the two-step round one attack on SHA-3 based MAC.

1) Attack Target 1 — 0,y Calculation: Tt is assumed that
the message content of the four upper planes is known to the
attacker. Therefore, if the result of Op,14ne [ —1][2] D Opiane[z+
1][z — 1] is found, it can be used to obtain the following key
relationship: K[z — 1][z] & K[z + 1][z — 1]. To increase the
SNR for CPA, 8-bits are attacked simultaneously.
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2) Attack Target 2 — 0,y to Round Output Calculation:
After successfully attacking 6,,:, the intermediate results
can be utilized to model the execution of the other four
transformations (p, 7, X, ¢) to completely obtain ;. The main
benefit of targeting R; is the non-linear property of the y
transformation. This property provides large differences in the
output for small differences in the input key guesses producing
a larger correlation for the attack. The main challenge of this
approach is in tracing the location of the key-related output
bits in R;. The following briefly explains the location of the
target key affected bits in R; after each transformation.

The first round operation is the 6 transformation. The key
plane is XORd with 6,4, and is the known result of the first
attack target. As a result, the transformed key affected bits
remain in the bottom plane of the state. The second is the p
transformation in which a circular shift is applied to each lane
along the z-axis with all bits remaining in the same plane. The
third is the 7 transformation as illustrated in Fig. 8 with the
transformed key affected bits colored in gray. As a result of
the 7 operation, the transformed key bits of the bottom plane
align with the y-axis.

4 (20(21(22] 23|24 428 |14|15]|21

3115|1617 | 18] 19 3 (4|5 111723

2 (10[11[12] 13|14 |:> 2 (1|7 ]13]|19]20

1156|789 T Operation 113|9[10[16]22 y

Ofof1[2]3]4 0|6 |12[18]24 L
0 1 2 3 4 0 1 2 3 4 X

Fig. 8. The 7 permutation with transformed key bits colored in gray.

The fourth is the y transformation, the non-linear operation
in which a single transformed key bit will affect three output
bits. The left side of Fig. 9 shows the x operation applied to
a single row of the state with the transformed key bit colored
in light gray and the target key affected bits colored in dark
gray. As a result of y, three sheets of the state will be affected
by the transformed key plane.

Transformed
Key Bit

O
=

Target Bits

ES

Fig. 9. The x transformation with transformed key bits colored in light gray
and attack target bits colored in dark gray.

The last is the ¢ transformation, a simple XOR operation
between a 64-bit round constant and the center lane
of the state. The first round constant is a value of
0x0000000000000001 and affects only a single bit of the state.

After careful analysis of the round transformations, the
result of R; can be modeled completely. As only three sheets
of R; are affected by the bits of the 6,,; key plane, the other

.- OVERVIEW OF ROUND ONE POWER ATTACKS ON SHA-3 BASED MAC

two sheets can be ignored. Like the first attack target, 8-bits
of the key are attacked simultaneously to obtain a stronger
correlation.

V. HARDWARE AND SOFTWARE SETUP

The three main components of the attack setup are as
follows: SAKURA-X board, oscilloscope, and PC. Together,
these components are responsible for execution of the SHA-3
hardware implementation, capture of the power consumption
waveforms, and recording and processing of data. Developed
software in this work includes control software designed
in C# and attacking scripts written in MATLAB. The
control software manages operation of the SAKURA-X board,
oscilloscope automation, and data collection. Each attack
script calculates the Hamming weight data model, loads the
necessary power traces, and performs the respective CPA
attack as described. Fig. 10 shows a diagram of the hardware
setup and system connections for the attack.

USB .
<\;|'> Oscilloscope
[ | ’ ’
VISA Agilent Technologies MSO7054B
1 cHi A cH3
PC Power — AA—
SUPPY | 10mQ .
"Vcc Trigger
Use Control Kintex-7
<;:"> FPGA <«—>» (XC7K160T)
. FPGA
Serial
SAKURA-X Board

Fig. 10. Diagram of the attack hardware setup.

The PC connects to the SAKURA-X board and oscilloscope
through a USB interface. Channel 1 of the oscilloscope
connects to the 1.0V power input of the Xilinx Kintex-7
FPGA on the SAKURA-X board using an SMA to BNC cable.
Channel 3 of the oscilloscope connects to the CN8 Header
Pinl as the trigger input using a basic 1:10 probe. A photo of
the hardware setup is shown in Fig. 11.

Fig. 11.

Photo of the hardware setup.

The final results were obtained from each attack script
running on a Windows 10 laptop equipped with an Intel
Core 17-5700HQ processor, 12GB of RAM, and a 1TB hard
drive. An Agilent Technologies MSO7054B Mixed Signal
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Oscilloscope was used in this work with the 16 times average
acquisition mode enabled to reduce noise. For programming of
the FPGA, all implementations were generated using Xilinx
Vivado 2016.4 with default settings for synthesis, mapping,
and routing.

VI. RESULTS AND ANALYSIS

Both round one power attacks were implemented and tested
on the same set of traces to allow for direct comparison
between them. The Keccak design team provides HDL
implementations of Keccak that can be downloaded from
[11]. The high-speed core was utilized with Keccak-1600 and
programmed onto the SAKURA-X board. Random message
data was generated and SHA-3 based MAC was implemented
with a random 40-byte key. The generated power traces
were captured by a controlled oscilloscope for each set of
random input data. The complete data set contained 500,000
traces focused on the first two rounds of the Keccak hashing
algorithm obtained with 16x averaging and a resolution of
1000 points per trace.

To verify the captured power traces, the correlation between
HW(R;) and the measured power traces was calculated
as shown in Fig. 12. This graph shows that a significant
correlation exists at the time the R; data is written to the
state register.

Power Trace
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Fig. 12. A single power trace (top) and the correlation between HW (R1)
and 500,000 power traces (bottom).

A. Round 1 Output Attack

Because the R; based attack targets each row of the
MAC-Keccak state, the correlation between the Hamming
weight of a single row of Ry, R;[0 : 4][4][0], and the power
traces were calculated with both 50,000 and 200,000 traces
as shown in Fig. 13. These plots show that the correlation
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Time
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Fig. 13. The correlation between the Hamming weight of R1[0 : 4][4][0]
with 50,000 traces (top) and 200,000 traces (bottom).

between HW (R;) and the power traces does exist; however,
the SNR is quite low for small trace amounts and a large
quantity of traces may be required to extract the full key
successfully.

The initial stages of the attack were implemented targeting
the row R;[0 4][4][0]. The enumeration of the key
relations for this row results in a decimal value of 23 and
was successfully extracted for two subsets of the data set
containing 50,000 and 200,000 traces as shown in Fig. 14.

Though the attack was able to successfully extract the
correct value of the key relation with 50,000 traces, a
correlation of 0.02 for the enumerated value of 6 came very
close to the correlation of 0.023 achieved by the correct
enumerated key relation value of 23. With 200,000 traces,
this false positive was diminished almost entirely further
suggesting that noise will need to be overcome through
analysis of a large number of traces.
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Fig. 14. The maximum correlation between HW (R1[0 : 4][4][0]) and the

enumerated key relations for 50,000 traces (top) and 200,000 traces (bottom).

The attack was then extended to determine the key relations
for each row of R; and to extract the full 320-bit key. Subsets
of the data set, incremented by 10,000 traces, were analyzed
to determine the success rate of extracting the full key for each
quantity of traces producing the results shown in Fig. 15.

Success Rate for Full Extraction

Success Rate

0 1 2 3 4 5
Number of Traces %105

Fig. 15. The success rate for full key extraction of the round one output
attack with varying numbers of traces.

The attack successfully extracted 319 of the 320 key bits
with 500,000 traces reaching a maximum success rate of
99.69%.

B. Two-Step Round 1 Attack

The legend of “Top N” indicates that the target key byte is
in the Top N of ranked correlation results, and the success rate
represents the number of extracted key bytes that are verified
to be correct. For example, because the key is 40 bytes long,
“Top 1”7 with a success rate of 0.8 indicates that 32 of the 40
key bytes have been found.

1) Attack Target 1: The first attack targets the 6,,+
calculation. Correlation results of Top 16 key guess were saved
for each byte of the state. By accepting a large number of
possible key guesses, the chances of final key recovery were
increased. The attack then establishes the power consumption
matrix for all partial key guesses in the Top 16 result and
determines which key guesses produce a larger correlation
with the measured power traces. An iterative process as
described in [10] is then initialized to remove the low
correlation key guesses and reduce the number of saved key
guess from 16 to 8. This process is then repeated, reducing the
number of saved guess by half until Top 1 values are found.

Fig. 16 shows a plot of the success rate when attacking the
40-byte key by targeting the 6,,; calculation. In the case of
500,000 traces, the success rate for Top 1 is 1.0. This indicates
that the key relationship (K[z — 1][z] & K[z + 1][z — 1]) can
be retrieved for the entire key plane.
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Fig. 16. The success rate of attack target one.

2) Attack Target 2: The second attack target utilizes the
key relationship results obtained by the first attack target
and models the execution of the other four transformations
to obtain R;. Through this attack, the entire key plane can
be retrieved. The results here show the success rates for the
second attack target only. Because this target requires the
intermediate values obtained from the first attack, to isolate
the effects of the success rates from the first attack, the success
rates for the second attack are calculated using the correct key
values as input.
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Because this attack targets the non-linear round output, the
success rates are very high. As presented in Fig. 17, the Top 8
correlation has a success rate of 1.0, and the Top 1 correlation
has a success rate of 0.975. This success rate corresponds with
successful extraction of 39 of the 40 key bytes.

1r
09
08
8 07
©
oc
& 06
Q
o
o
& o05f
04 [
—Top1
Top2
0.3 Top4
Top8
0.2

05 1 15 2 25 3 35 4 45 5
Traces %10°

Fig. 17. The success rate of attack target two.

3) Combined Attack Result: After successful verification
of both attack targets, the attack was combined to perform a
complete two-step attack. Results of the first attack target were
obtained and used to recover the key through implementation
of the second attack. The success rate of the combined attack
is shown in Fig. 18.
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Fig. 18. The success rate of the combined two-step round one attack.

The Top 1 success rate becomes stable after nearly 250,000
traces with a value of 0.95. This corresponds with successful
extraction of 38 of the 40 key bytes. For the Top 8 correlation,
the success rate is 1.0 (100%) after about 200,000 traces. The
highest success rate is obtained for 500,000 traces with a Top
1 correlation value of 0.975. This means that 39 of the 40 key
bytes were successfully retrieved. The only missing key byte is
contained within the Top 2 set. By combining different attack
targets, the success rate for recovering the entire key plane is
0.95 for 250,000 traces and 0.975 for 500,000 traces.

C. Comparison of Attacks

The top result of each attack performed on subsets of the
data set incremented by 10,000 traces is shown in Fig. 19.

Both  attacks  successfully extracted the 320-bit
authentication key with a 90% success rate for 200,000
traces. The round one output attack successfully extracted
319 of the 320 key bits with 500,000 traces reaching a
maximum success rate of 99.69%. The two-step attack
successfully extracted 39 out of 40 key bytes achieving a
maximum success rate of 97.5% key extraction with 500,000
traces.

Succes Rate vs. Number of Power Traces
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Fig. 19. The success rate for full key extraction of both the round one output
and two-step round one attacks with varying numbers of traces.

VII. CONCLUSION

This work analyzed and compared two round one power
analysis attacks that use CPA to extract the secret key of
SHA-3 based MAC. The round one output attack introduced
by Luo et al. in [3] was implemented and compared to
the proposed two-step round one attack. Both attacks are
viable and were able to successfully extract the private
authentication key from SHA-3 based MAC showing that
unsecured implementations are vulnerable to PAA. These
attacks are not restricted to a 320-bit key and may be
modified to target keys of variable length. Counter measures
are necessary to ensure that future implementations of SHA-3
based MAC are secure against SCA.
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